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The Internet: A Fresh Frontier for an Old Disgrace

Is Freedom of Speech the Freedom to Hate Online?
James Slevin describes the Internet as a medium for mass communication that has transcended all its technological predecessors.  The digital revolution connects users like no device before it: transforming the way the world creates, transmits, stores and retrieves, and manages information.  (Slevin, p. 73-76)  Though this innovation has positively altered society as we know it, unfortunately, it has also enabled the perpetuation of unsavory, illicit, and controversial content, specifically hate sites and activity on the web.  The most prominent issue does not stem from the presence of this content alone but from the challenges involved in reacting to the needs of the constantly evolving environment of cyberspace.  Does protecting non-discriminatory law call for thwarting the revered freedom of speech?  Who makes and enforces the rules when jurisdiction spans everywhere and nowhere simultaneously?  
According to the testimony of Mark Weitzman, Director of the Task Force Against Hate and Terrorism and chief representative to the United Nations for the Simon Wiesenthal Center, before the U.S. House of Representatives Committee on Homeland Security in the hearing on “Using the Web as a Weapon: The Internet as a Tool for Violent Radicalization and Homegrown Terrorism,” the prevalence of hate sites on the Internet has increased from the original cyber hate site: Don Black’s American based Ku Klux Klan site, Stormfront.org in 1995 to over 7,000 known hate sites to date. (Simon Wiesenthal Center)
The breadth of online hate spans various focuses and intensities.  The major types of extremism include:  skinhead, neo-Nazi, white power, ethnic and religious extremist, homophobic and conspiratorial. The statistics prove that the pervasiveness these sites are growing steadily in conjunction with their technological sophistication.  The nature of the Internet has provided a platform by which the hate mongers of the world are able to connect and mobilize.  Haters are empowered to reinforce each others views through discussion groups.  They are able to communicate their philosophies to new constituents, especially naïve and impressionable youth who are the targets of recruitment measures.  The hateful brand of “education” allows for the spread of propaganda and the incitement of virulent strands of extremist hate that can be linked to acts of violence offline.  Lack of regulation on the World Wide Web provides fertile breeding ground for the establishment of “an international virtual extremist community.” (Gerstenfeld, Grant, and Chiang p 30) 
 Online social networks examined in Hate Online: A Content Analysis of Extremist Internet Sites detail decentralized movements with blurred divisions between online hate groups where distinct groups recurrently link together.  The linkage of “soft core” and “hard core” supremacist sites may serve as an avenue for recruitment efforts.  It is observed that as the websites increase in sophistication so does the persuasive skill of the group.  Subtle techniques aid the hate groups in producing reputable images.  In an examination of a sample of 157 extremist web sites in 2002, several characteristics were uncovered.  Many claimed not to be hate sites, some even linking to watchdog organizations like the Simon Wiesenthal Center claiming to be the victims of those real hate groups. A significant percentage (41 sites or 26.1%) had non-English content.  This was especially true for Holocaust denial and Neo-Nazi web pages.  The Christian Identity sites were least likely to have non-English content.  This reveals the internationality of the issue.  Some of the sites (11 or 7%) provided assorted “kids’ pages.”  Xenophobic messages were transmitted through games, music, “history” lessons, and messaging with other children. Nearly half of the sites featured multimedia materials like downloadable music, speeches and rhetoric audios.  Content similarities in half the sites consisted of the mention of economic issues and displayed burning crosses and swastikas.  Again, many of the sites, including the KKK sites, declare they are “not a hate group.”  Only sixteen percent of the sites overtly push for violence, and “many actually condemn violence or claim that the sponsor was nonviolent.”  This even describes the historically heinous groups like the Klan and the Skinheads.  Misleading addresses and content like www.mlking.org are also common.  Over half of the sites in this study sold merchandise in the form of books, CDs, videos, clothing, jewelry, or patches. Thirty percent had membership forms and communication devices like bulletin boards and electronic mail available for subscription.  The Web can be characterized as fast, easy, inexpensive, interactive, convenient, and anonymous. These are “very features…that make it a democratic medium,” and at the same time an “appealing tool for individuals from marginalized groups to connect to each other.”  The most sophisticated, and thus hazardous, hate sites sport a “cloak of responsibility” appearing “credible and respectable.”  A newer movement amongst extremist sites like radical anti-abortion websites that target abortion providers by exposing explicit personal information and marking those who have already been murdered is the lack of specific leadership which allows the absence of responsibility to act as measures to prevent the downfall of the organization as a whole. 
Though unsavory, it is not the existence of hate in cyberspace that stimulates debate, but rather it is its link to real space and time that proves detrimental to both the physical well-being and psychological character of society that poses the most distinct threat.  Hate speech is more than spiteful rhetoric.  It is the catalyst that fuels real action.  In 1995, Oklahoma City Bomber Timothy McVeigh was fixated with, former member of American Nazi Party and developer of the National Alliance, Dr. William Pierce’s The Turner Diaries and had made calls to the National Alliance in the period before bombing.  The next year another National alliance member, Todd Vanbiber was implicated in three bank robberies after police responded to an accidental bomb blast at his home.  Allegedly, some of the proceeds were to be siphoned to Pierce.  The retired physicist endorsed a plan for a White rebellion against Jews, the “spawns of Satan”, homosexuals, “race mixers”, and other enemies to be rounded up and basically destroyed.  His ideology is formatted in a multitude of media such as magazines, leaflets, radio broadcasts, comic books, “hate rock” music and what better way to transmit such propaganda than the internet? (American Behavioral Scientist, p 987)
Besides the incitement of violence that becomes reality when fanatical minds become twisted with hate, the detriment to the societal psyche is also eminent.  The existence of such xenophobia is a vehicle for continued intolerance and civil strife.  Though the lack of centralized registry of a global network makes Internet surveys “inevitably nonrepresentative,” one descriptive study of 50,000 participants’ exposure to 10 hate sites was conducted.  Respondents were relatively un-persuaded, expressed minimal acceptance and low tolerance for such sites, and did not perceive advocacy of a “real threat.”   Of course, participants that were targets of hate felt stronger intolerance for the material and everyone felt that the messages were not lessened. (Leets, p 307-312)
There is no question that the hate messages propagated by these websites are anything less than despicable. The ethical challenge in American society falls on the tension between hate speech and free speech.  “Cyber-libertarians advocate a free and unfettered cyberspace, unencumbered by regulation.” (Nemes, p 193)  Every attempt to ban or regulate the existence of hate rhetoric on the web has been hampered by the First Amendment.  The government has taken a hands-off approach to what has proven to be the most prominent source of communicative information and influence.  Of course, free speech is not absolute, and threats like those against abortion clinics are not tolerated.  The one exception that might possibly prohibit hate speech is ‘fighting words’.  Even then proponents of unregulated speech rest on the ‘slippery slope’ argument, where we must “protect the speech we hate lest tomorrow the government outlaws the speech we love.” (Nemes, p 195)  This argument has proven to be greatly exaggerated when observing countries that do regulate uncivil rhetoric that have not experience any massive attrition of democracy.
One issue that impedes the process of properly managing this predicament is that hate speech is not clearly defined.  Of course, there are common themes that express the meaning of the topic including:

“abusive, insulting, intimidating, harassing, and/or incites to violence, hatred or discrimination.”  Prohibitive laws take account of that which is deeply offensive to or advocated hatred of a group or person based on that person’s identification with a group on such grounds as ‘race, ethnicity, national origin or religion.’…offensive, racist, hate-laden speech that disparages racial, ethnic, religious or other discrete groups, in women, lesbians or homosexuals.” (Nemes, p 196)

“The April 2002 Draft of the First Additional Protocol to the Convention on Cybercrime deems ‘racist or xenophobic material’ to include material which ‘advocates, promotes or incites hatred, discrimination or violence against any individual or group of individuals, based on race, colour, descent or national or ethnic origin, as well as religion if used as a pretext for any of these factors.’” (Nemes, p 196)
Several countries that have realized no real threat to democratic values include: Germany, France, Australia, and Canada.  These nations have taken a proactive stance against this predicament in the form of legal action against the promotion of hate online.  In France, Yahoo! Inc. was fined 100,000 Francs (US$13,300) for offering Nazi objects in an online auction site.  Germany’s constitution guarantees freedom of expression that is limited to provisions of “the citizens’ right to personal respect.”  Intolerant of Holocaust denial, Germany took action against a Nazi enthusiast for his spread of hateful ideology over the Internet.  In April of 2001, the Australian Human Rights and Equal Opportunities Commission in conjunction with the Australian Broadcasting Authority enforced legislation that was intended to “restrict access to Internet content that is ‘likely to cause offence to a reasonable adult’ and to protect children from being exposed to Internet content that is “unsuitable’.” The implementation of a complaint hotline system aided in the initiative to file “take down” notices with the Internet Content Hosts.  (Nemes, p 204)   The Canadian Human Rights Tribunal handled similar legislative actions in the Citron v. Zundel case where it was “ruled that the material is likely to expose a person or group of persons to hatred or contempt…thus ordering the “Zundelsite” to cease placement of hate-promoting material.” “This was the first Canadian decision to confirm that Sections 13(1) of Canadian Human Rights Act applies to the Internet.” (Nemes, p 205)

All these nations stand by the effects test: a balancing test that decides the social benefits of living in a society free of hate outweigh the free speech benefits of hate speech. It examines the proportional value in the minimal infringement on freedom of expression in a multicultural community in order to preserve the dignity of those groups who become victimized by hatred.  (Nemes, p 205) 
Unfortunately, every one of these actions met with contestation over issues of jurisdiction specifically when hate mongers are free to hate in America and can run established websites from American origins.  The United State’s stand for protecting civil liberties for a few obstructs the liberties of many.  The highly guarded First Amendment acts as a sanctuary for the world’s haters.  A cornerstone of this ideology of nearly absolute free speech focuses on the ‘marketplace of ideas.’  The government is exceptionally liberal with speech and guards this right most highly as a means for democracy.  The problem with this value is how it “ignores harm to victimized groups.” (Nemes, p 207) If freedom of speech is protected for the value it grants society, exactly what value does hate speech bring to the market?  

In 1998, Raymond W. Smith, Chairman of Bell Atlantic, proclaimed in his Civility Without Censorship Speech that we can meet the dilemma of hate speech on the Internet head on: by “fighting destructive rhetoric with constructive dialogue – hate speech with truth – restrictions with greater Internet access.”  The “more speech” approach is plausible but with an excess of 7,000 websites posing as “the truth” how effective can it be?  The presence of hate on the Internet shows no signs of diminished growth especially when crimes are committed offline.  Another corrosive cycle of online hate is revealed when violence in real time increases the racially charged atmosphere that sparks the creation of more hate sites – this time, reaction sites, like those promoting the Muslim/Middle Eastern back lash that became visible in actual reality after the events on September 11, 2001.  Opponents of hate can work on the registration of domain names in order to create “more speech”.  Internet Service Providers, not being government entities, do have the ability to crack down on hate with violators of Terms of Agreements, but the real solution comes in the form of a universal agreement amongst the nations – especially America.  With contracts to regulate the World Wide Web in the interest of peace and harmony, plans must be developed to create a “fundamentally novel cyberspace law rather than applying existing laws” (Nemes, p 211) that are unequipped to respond to the newest and most innovative medium of mass communication.

Many argue that enforcing regulatory controls on the Internet can lead to the “slippery slope effect” where the freedom of expression becomes stifled.  But without some sort of rational body of power protecting the civil liberties of the victimized, we all remain vulnerable to the technologically empowered and menacing few.
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