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Executive Summary

According to a 2009 survey conducted by American Management Association (AMA), the top two reasons employers provided for monitoring their employees were performance evaluation and quality control.  Workplace monitoring may sound wrong, but it provides many benefits to an organization and its staff members, such as lower operating costs and high production rates.  However, in the process of monitoring employees, employees’ privacy rights are violated mainly through computer monitoring, telephone monitoring and background checks.
Productivity is one of the main reasons cited by employers for introducing electronic surveillance and employee testing to the workplace.  Employers believe that corporate survival demands continuous improvements in employee productivity.  Errors, poor products, and slow service hurt business.  Therefore, monitoring and testing to identify and correct these problems are considered to be sound management practices (Wright).  However, the following will analyze privacy in the workplace from an ethical point of view using three workable theories: Kantianism, Act Utilitarianism, and Social Contract Theory.
Privacy in the Workplace
As technology progresses, workplace monitoring has become as easy as parental control, especially in the field of computer monitoring.  Employers can easily listen to, watch and read most of its employees’ workplace communication and activities off the job.  There are three major types of computer monitoring: (1) terminal monitoring, (2) email monitoring, and (3) social network monitoring.  Before going into the details, consider some of the statistics related to computer monitoring: 66% of bosses monitor employees’ internet connections and an additional 33% keep an eye on worker’s email, 83% of employers have rules and policies in place restricting personal use of company equipment, and 28% of employers have fired workers for email misuse (Tahmincioglu).

Computer terminal monitoring can be done using software that enables managers to see what is on the screen or stored in the employees’ computer terminals and hard disk, as well as blocking access to certain websites and materials.  The number one reason for computer terminal monitoring is preventing employees from visiting adult websites.  Other reasons include, “Facebooking”, blogging, tweeting, shopping and video gaming during work hours.  In other words, employers expect their employees to do their job and do what they are paid for.
The 2009 survey conducted by AMA states that about 80% of employees have used their company email to send or receive personal messages using company resources; and, with a large portion of employees misusing company resources, 25% of companies said they fired employees for email policy violations in 2009 (Tahmincioglu).  Another computer communication tool that is being abused in the workplace is instant messaging (IM) services such as AOL instant messenger and MSN.  According to the same survey, 4% of companies said they have had IM related terminations, doubling the figure from 2006 when only 2% of companies reported doing so.

One of the reasons for monitoring emails and IMs is security.  Employees who use their work email address for personal reasons such as signing up for website registrations and subscribing to website newsfeeds can cause problems with spam, viruses and other malware, which are costly for the company.  The reason for a relatively smaller percentage of terminations in IMs is also related to the security with IMs, which have less risk in attracting malwares with employees only chatting with people they trust.  A classic mistake that employees make is thinking personal email accounts provide privacy.  The fact is that if the company is monitoring emails, they do not monitor company emails alone.  Rather, they monitor all emails that are going through company servers; therefore, personal emails are monitored much like business emails.  For example, a manager could read the personal emails of an employee and find out about a party during the weekend, realizing that he/she was not invited.
The third method of computer monitoring is social network monitoring.  This method of monitoring has become more popular with the development of Web 2.0 and the recent hype of Facebook and Twitter.  Facebook might be an effective way for co-workers within the same building or on different continents to connect.  However, the obvious drawback is revealing too much of non-work related activities to management of the employer.  Some employers utilize Facebook to learn about job candidates when hiring, and learn more about current employees’ personality.  Often, employers want to know how their employees behave off the clock.  For example, an employer may want to know whether an employee went to a party on the day they called in sick.

According to the 2009 survey administered by AMA, 2% of employers said they terminated workers for content posted on personal social networking sites such as Facebook and MySpace and 1% of employers terminated workers for videos posted on sites such as YouTube.  Interestingly, an example to demonstrate the situation is the street word, “dooced.”  According to Urban Dictionary, “dooced” means someone getting fired because of writing something on a blog.  The word was coined in 2002 by Heather Armstrong, a former web designer, after she was fired for writing about work and colleagues on her blog, Dooce.com (Armstrong).
According to a 2007 Electronic Monitoring & Surveillance Survey by American Management Association and the ePolicy Institute, at least 45% of corporations in the U.S monitor the time their employees spend on the phone and the phone numbers of incoming and outgoing calls.  In addition, 16% of corporations record phone conversations and another 9% of corporations monitor voicemail messages.  Employers can review numbers of employees’ contacts and text-messages without notification.  For example, in December 2009, Mr. Quon, who was a police officer in Ontario, California, filed a lawsuit against the police department of Ontario, the chief police officer, the officer of city information affairs, and the city of Ontario.  Mr. Quon sent hundreds of text-messages with his city-issued cell phone to his wife and friends.  Some of the text-massages contained private and sensitive information.  The police department reviewed the text-messages because Mr. Quon exceeded the text-messaging limits of the cell phone plan.  Mr. Quon insisted that the police department violated its privacy laws and policies.  However, being that Mr. Quon was using a city-issued cell phone, the purpose of the city-issued cell-phone was violated and the U.S. Supreme Court ruled in favor of the police department.

According to the ePolicy Institute, the reasons why employers engage in phone monitoring vary.  First, employers want to enhance productivity of their organizations.  Employers do not want employees to waste company time by using the business phone for personal reasons.  Second, employers want to prevent information exposure.  According to a CSI/FBI Computer Crime and Security Survey, 38% of information exposures were committed by insiders of organizations.  Also, the article Assessing and Reducing Information Exposure reported that the average data breach cost was $ 6.7 million, or $ 202 per consumer records in 2008.  Lastly, employers want to enhance their services by recording conversations for quality assurance purposes.  Currently, only two states, Delaware and Connecticut, require companies to notify their employees of electronic monitoring and surveillance.  However, 83% of corporations in the U.S. have policies notifying employees that they are being monitored.

Along with computer monitoring and phone monitoring, there are concerns on the intrusion and legitimacy of conducting background checks.  For an intrusion into privacy to be legitimate there must be sufficient justification that outweighs the individual’s claim to privacy (Wright).  An employer’s reason for an intrusion into an employee’s privacy should be based on its need to protect his/her interests, the employer’s responsibility to protect the employee or as a means to protect an interested third party.  Employers perform background checks for one of several reasons.  For example, with current emphasis on security and safety, some jobs are required by federal or state law to perform pre-employment screenings.  Additionally, an employer may want to verify the contents on a resume.  It is estimated that over 40% of resumes contain false or tweaked information.  An employer may perform a background check to find out whether someone actually graduated from the college that is stated or to confirm any prior employment history.  In short, employers are being cautious.  However, applicants and employees fear that employers can dig into the past and find things that have nothing to do with a job.
An employer has different means to gather the information about an employee.  Employers are running credit checks on job applicants and employees being considered for promotion and are using that credit information as part of the process when making hiring decisions.  However, some information cannot be disclosed without written consent.  The Fair Credit Reporting Act (FCRA) sets the standards for screening for employment and states that an employer can get a consumer report or run a credit check for employment purposes.
Background checks can contain information on the following: driving records, credit records, criminal records, employment verification, education records, drug tests, past employers, personal references.  Interestingly, background checks can also include interviews with a neighbor of the applicant or employee.  As previously mentioned, social network monitoring remains a concern and some employers use the information found on MySpace or Facebook.  An October 2007 survey from Vault.com found that 44% of employers use social networking sites to obtain information about job applicants and use the information as part of the hiring process.
Ethical Analysis
Is workplace monitoring right or wrong?  The use of three ethical theories will help in analyzing the issue:
Kantianism states that peoples’ actions ought to be guided by moral laws, and that these moral laws are universal.  Kant places a heavy emphasis on intention and states, “the only thing in the world that can be called good without qualification is a good will.”  Kant established two categorical imperative formulas: (1) act only from moral rules that you can at the same time will to be universal moral laws and (2) act so that you always treat both yourself and other people as ends in themselves, and never as a means to an end.  An understandable interpretation of the 2nd formulation is that it is wrong for one person to “use” another.  According to the 1st formulation, computer monitoring is unethical because if monitoring employees were ethical, then the proposed universal rule would be: “A person should spy on others to ensure his or her benefit.”  The proposed universal rule would suggest that stalking is ethical and peeking over the shoulder of another while they are using the ATM machine is right.  Furthermore, this universal rule would promote greed and selfishness, which defeats Kantianism’s core value of good will.  According to the 2nd formulation, computer monitoring is wrong because managers are monitoring their subordinates as a means to earning a higher profit not as ends in themselves.

According to Kantianism, monitoring all phone calls in the workplace cannot have acceptable reasons all the time.  For example, some businesses, such as private banking and property care services, need a high-level of personal information security.  All phone call conversations may contain very specific personal information and financial information.  Furthermore, employers use employees to achieve their benefits including financial and time more easily.  Therefore, monitoring phone calls in the workplace is unethical.

According to the second formulation of Kantianism, businesses that conduct background checks are unethical.  Businesses require human capital to operate in an efficient and effective manner and rely on the knowledge, skills and abilities that individuals can bring to the job.  To ensure that the hiring of an employee is not done negligently, management performs background checks.  For example, if an employee's actions injure someone, the employer becomes liable.  The threat of liability gives employers a reason to perform their due diligence. A bad decision can negatively impact the reputation of the company.  Additionally, the current recession has many individuals taking extreme measures to obtain a competitive advantage in boosting their chances of getting a job.  As a result, individuals often put false information on their resumes in an attempt to impress the employers or overvalue their credentials.  This may result in hiring an unqualified or inappropriate candidate for the job. In either case, businesses avoid these situations by conducting background checks.  The overall goal of background checks is to objectively define the candidates that provide the most benefit with the least risk to the company.  Businesses using background checks are treating potential candidates as a means to an end (a way of obtaining productive employees for the company), not as ends in themselves (rational beings).
The second theory used in analyzing the issue is Act Utilitarianism, which states an action is good if it results in an increase in the total happiness of the affected parties.  According to this theory, computer monitoring is right if the organization and the employees’ benefits are greater than their cost, and wrong if the harm exceeds the benefits.  But, calculating the benefits and harms of the affected parties in this case is difficult; therefore, we can only assume that an increase in the production rate is beneficial and a decrease of productivity is harmful.  The effect of computer monitoring on productivity depends on the type of business the company is in.  If the business requires only physical labor such as the FoxConn factory, then it is right because monitoring will make sure every employee works hard and does not waste any time doing something else or disturbing other workers.  As a result, productivity and quality of service will increase.  If, however, the business requires creativity and critical analysis, then it is wrong because monitoring will encourage resentment and limit thoughts and innovation of employees.  At the end of the day, competent workers will leave the company and the quality of products and services will decrease.
Employers can benefit financially from monitoring phone calls.  On the other hand, employees’ privacies are violated.  If many employees feel bad about monitoring, and the bad feelings result in large financial losses because of decreased productivity, the action of monitoring phone calls would be unethical and wrong.  However, employees do not really care about the monitoring and think using business phones for personal reasons is an unethical action and, thus, the action of phone monitoring would ethical.

According to Act Utilitarianism, background checks can be both ethical and unethical.  As mentioned, Utilitarianism states that an action is right (or wrong) to the extent that it increases (or decreases) the total happiness of the affected parties.  Based on a Harris Interactive Poll on Privacy and the Workplace (Exhibit 1-A), respondents were asked “How acceptable is it for employers to use a commercial information service that draws on public records to do the following background checks of job applicants?”  The results indicate that it is ethical for employers to perform background checks for the following: (1) whether a job applicant’s resume contains false information about educational achievements, employment history, and similar matters, (2) sexual offender convictions, (3) criminal conviction records, (4) whether professionals have had an official determination of misconduct against them, such as a malpractice finding for a doctor, lawyer, or stockbroker, (5) applicant’s driving history, from state motor vehicles records, and (6) records of arrests without convictions.  On the other hand, the results of the survey indicate that the total happiness of the affected parties decreases and, thus, it is unethical for employers to perform background checks for the following: (1) whether an applicant has filed a workers’ compensation claim in the past, (2) whether the applicant is a party to a civil lawsuit, (3) credit history report, and (4) whether a job applicant has filed for bankruptcy (Exhibit 1-B).
The third theory used in analyzing the issue is Social Contract Theory, which states an action is good if it is in accord with a moral rule that rational people would collectively accept it as binding because of the resulting benefits to the community.  According to this theory, computer monitoring is ethical because employees are expected to give up some of their privacy rights for the benefit of the organization as the organization would be more effective with fewer constraints, and the employees themselves, because when the organization earns a higher profit, employees will receive bonuses at the end of the year, and their salaries depend on the business of the company.  In addition, employers have the right to all the information that is produced during work hours at the workplace using workplace equipment.
Employees consent to electric monitoring and surveillance when they sign their employment papers.  Organizations have an information policy which indicates ways that employees are expected to act and actions to be followed, and employees are required to read and agree to these conditions upon employment.  Using the company phone for personal purposes violates the policy of organizations and the agreement between employee and employer.  As a result, under the Social Contract Theory, phone monitoring is ethical.

Clearly stated, Social Contract Theory is defined as individuals in society consenting to a set of moral rules that govern how people are to treat one another for their mutual benefit.  With over 90% of companies conducting background checks, it is clear that society believes that the benefits of conducting background checks are mutual.  Additionally, individuals are often offered their positions on the condition of a background check.  As a result, conducting background checks under the Social Contract Theory is ethical.
Legislation
When it comes to legislation that is related to workplace monitoring, people invoke the 4th Amendment to the U.S. Constitution, which guarantees “the right of the people to be secure in their persons, houses, papers, and effects, against unreasonable searches and seizures.”  However, the 4th Amendment only applies to government actions, not to actions of private employers.  As a result, government employees may appear to have a stronger claim for protection against electronic monitoring and surveillance than private sector employees.  Even if a public worker invokes the 4th Amendment, a judge may still rule against him.  For example, in the case of the City of Ontario vs. Quon, the final verdict was for the city of Ontario.  The logic behind the reasoning given by the judge was that the use of work equipment off the clock is unreasonable (Petrecca).

An act of legislation that offers workers protection in communications privacy by prohibiting the intentional interception of electronic communications is called the Electronic Communications Privacy Act of 1986, better known as ECPA.  However, the ECPA contains loopholes that assist the progress of employee monitoring.  First, employers are permitted to monitor networks for business purposes, which means in order for employers to determine that a call is personal or not, employers usually have to listen to portions of the employee's conversation.  Second, an employer may intercept communications where there is actual or implied employee consent.  Consent has been found where the employer merely gives notice of the monitoring such as a small paragraph in the employee handbook, a memo or a sticker note.  Also, the ECPA is outdated, and it does not explicitly cover email.

Another legislation that is somewhat related to email privacy is the Sarbanes-Oxley Act of 2002.  According to a New York Times FAQ on workplace privacy, one of the questions asked is: “Do employers have the right to monitor e-mail?”  The answer is yes.  “The Sarbanes-Oxley Act of 2002 and other regulations required publicly traded companies to archive all email messages.  Employers in the private sector also have complete authority to scrutinize every word, provided that they have established a policy and put it into writing.”  The simple answer is that employers can record employees’ emails word for word if a policy in writing exists, such as a few sentences in the employee handbook, a memo or a sticker note.
Concerning background checks, the federal Fair Credit Reporting Act (FCRA) sets national standards for employment screening.  However, it only applies to background checks performed by third parties.  The FCRA states that the following cannot be included: bankruptcies after 10 years, civil suits, civil judgments, and records of arrest, from date of entry, after seven years, paid tax liens after seven years, accounts placed for collection after seven years and any other negative information (except criminal convictions) after seven years (PrivacyRights).  Additionally, federal and state laws require that background checks be conducted for certain jobs.  For example, the federal National Child Protection Act authorizes state officials to access the FBI's National Crime Information Center (NCIC) database for positions that involve working with children, the elderly, or disabled.
Technical Concerns
Technology has provided employers with a variety of tools that enhance their ability to monitor performance and productivity in the name of a company’s benefit.  Some of these tools of electronic monitoring include computer-based monitoring (log in/log off times) and software to store, analyze, and report data on employee software usage and internet browsing.  Another tool is visual surveillance in the means of real time cameras and GPS tracking of phones, laptops, and service vehicles.
Today, many corporations use spyware systems or hire experts to monitor their employees.  Spyware programs such as web watcher, spy agent, and Cyber Patrol can track and record various information including the time, phone numbers, emails, websites visited, programs running, text-messages, and voicemails.  Employers can review the records of their employees without notifications.  For example, all computers within the offices of Samsung had a spyware program installed to prevent information exposure and security matters.  The program, called Spy Boss, enabled management to perform real-time monitoring and to record all internet usage.
Recommendations
Recommendations to resolve the issue of privacy in the workplace include training and communication.  First, employers should develop a computer, internet and telephone-use policy for employees to read and sign.  By developing this kind of agreement, employees know what is expected of them and this may help reduce the need for monitoring and also decrease the level of employee abuse of technology.  Second, if employers take the time to do some training and explain, “Here is why we are doing the monitoring. We are not trying to dig into your personal life, that is not our concern,” then most of the monitoring concerns would go over much smoother and successfully with employees.
Additionally, it is recommended that employers define “background check” when performing them on candidates.  A background check can mean different things to different employers.  By establishing an open communication on the extent of their investigation, potential and current employees may be less concerned on an invasion of their privacy.  Further, employers should take another step and provide a summary report on their findings on the sources of information to their potential and current employees.  Once again, through open communication, privacy in the workplace can be less of a concern in businesses.
Works Cited
Armstrong, Heather. Dooce®. Web. 1 Dec. 2010. <http://dooce.com/about>.

Mauro, Tony. "Justices Sidestep Workplace Privacy in Texting Ruling." The National Law Journal (2010). Law.com. The National Law Journal, 17 June 2010. Web. 1 Dec. 2010. <http://www.law.com/jsp/nlj/PubArticleNLJ.jsp?id=1202462788870&rss=nlj&slreturn=1&hbxlogin=1>.

Petrecca, Laura. "USA Today." USA TODAY. USA TODAY, 17 Mar. 2010. Web. 1 Dec. 2010. <http://www.usatoday.com/money/workplace/2010-03-17-workplaceprivacy15_CV_N.htm>.

Tahmincioglu, Eve. "Sexting Case Raises Workplace Privacy Issues." MSN.carreerbuilder. Careerbuilder.com. Web. 1 Dec. 2010. <http://msn.careerbuilder.com/Article/MSN-2256-Workplace-Issues-Sexting-Case-Raises-Workplace-Privacy-Issues/>.

"Urban Dictionary: Dooced." Urban Dictionary. Web. 1 Dec. 2010. <http://www.urbandictionary.com/define.php?term=dooced>.

"Workplace Privacy and Employee Monitoring. Fact Sheet 7." Privacy Rights Clearinghouse | Empowering Consumers. Protecting Privacy. Web. 1 Dec. 2010. <http://www.privacyrights.org/fs/fs7-work.htm>.

Exhibit 1-A
[image: image1.png]oNm sBAR

%OZL UOOL  %0B %0 %OV %0Z %0

fordnsqueq 1oy paiy Jars Sey Jueadde gof & JayEUM

vodas Kioisiy 1pe1

wnswel 1 @ 01 Aued e 1 weaidde aul JawAUA

1sed sy u
uonesuadwos siayom e pa)

1ueaydde ue JayiaUM

sweaydde
q0f 40 Y3y> punoiByIeq SuIMolo} ay3 O 0} SPI033: JIgNd UO SMEIP ey
‘201025 UoBEWLIO}U] [eIBWILIOD € 35N 03 siaAo|dwa 104 31 i jqeIdare MOH




[image: image2.png]oNw sBAR

%0ZL %00L  %0S %09 %Y UOZ %O

UOROIAUCD 0N SISBLE J0 SPI0OBY

spiooas
SapaA J0jow Siels woy Kuojsiy Buup S ueolddy.
18¥01q¥001S J0 8N 0120p € 1o} Buipuly
sopoeIdiew € Se YoNS ‘wWalj 1SUIEBE 1oNpUODSI 1O
UORRUILLIIBP 14O UE Py BAE S[euolssajoid JaUIRUM

PI0931 UONOIAUOD [BUIID

SUOROIAUD J3PUBYO feNKeS
[ siomew sejuss pue oy wawordwe

SIBWIBASINOE [UONEONPS 10GE UOTEWOLUI
1 1 asie) suieIuo aunsa) sjueoldde qof 2 JauBu

sweaydde
q0f 40 Y3y> punoiByIeq SuIMolo} ay3 O 0} SPI033: JIgNd UO SMEIP ey
‘201025 UoBEWLIO}U] [eIBWILIOD € 35N 03 siaAo|dwa 104 31 i jqeIdare MOH



Exhibit 1-B
